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Organizations that
never take risks
are doomed to

fail... But

eventually,
organizations that

do not actively manage
their risks will also fail.

%
WA.AT.NIDUIA 1YHINANTNA



PRI

NMUADNN 1 HARDULNY 3 a1ULIN
NUADNN 2 HARDULNY 16 a1HUIN (20%)
NANDUUNU 0 UIN (80%)
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PRI

NMaUdonil |1 VIANU 7.5 UFUUIN
Mudenin 2 NaNu | AUVIN (80%)
VIANU 0 VN (20%)
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USTEHNANA —— FITMNHUIA
Corporate Governance —— Good Governance

——  MIMNUQUANINIING
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isaviialsuilsenanisantiiueu
(e.g. Balanced Scorecard)

i3aviiaanAnuLday
(e.g. Operational
Risk Management)
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MSUTHITANUTY

(Risk Management)

MIMNUALANINITNA

(Good Corporate
Governance)

N15UTHITIANTS
(Management)

mManuANAIeY U

(COSO)

M3InsIvaeunIe ]y

(RBIA)
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(Uncertainty) (Operational)

Risk Events v y .
Toma -NUNAYNT (Strategic)
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Control to Risk and Governance

Qiﬁ]ﬁﬂﬂﬂwmﬂ&lﬁﬁ \ gi‘hﬁ’ﬂmmsmuﬁ’mau\

Bl Evaluate and improve @ Promoting effective
effectiveness of risk control at a reasonable
management, control, cost

and governance

Processes

%
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Categories of Business Risk

Credit e ——
risk JeTauIt O T DoTTowWer or cov SLIEAY

Market

e .

Operational
risk
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Business entity
Companywide
PRy * Entity risk
* Organization risk

 Control requirements
posture

\

* Management, Business process
organization, and * Information owner

geographic * Applications

structure * Controls

—_ sy - v
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RM: Risk Management

BRM: Business Risk

ERM: Enterprise Risk

Management Management
@ﬂaquﬁu Financial/Hazard Bus/Internal Control Bus/Internal Control
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ERIVI definition

COSO approach

ERM Is a process, effected by an entity’s board of
directors, management and other personnel, applied
In strategy stetting and across the enterprise
designed to identify and manage potential events
that may affect the entity and to provide reasonable
assurance regarding the achievement of entity

%
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Why ERM?

All entities organizations exist to provide value for
their stakeholders

Uncertainty presents risks and opportunities — with
the potential to erode/enhance value

All entities face uncertainty — management’s
challenge is to “balance the risks and opportunities”

ERM provides management with a framework to
effectively deal with uncertainty — the associated risk
and opportunity — and enhance their capability to
build value

Nﬁ.ﬂﬁ.WiﬂuQﬁ' YIS !! -



— Underlying principles:
» Every entity, whether for-profit or not, exists to
realize value for its stakeholders.

« Value Is created, preserved, or eroded by management
decisions in all activities, from strategy setting to
operating the enterprise day-to-day.

— ERM supports value creation by enabling

Mmanagement to:

» Deal effectively with potential future events that
create uncertainty

» Respond in a manner that reduces the likelihood of

%
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% of Respondents Selecting

1% a0 0
| 1 1

Good business praclice

Coherent conceptual framework

Competitive advartage

|
Corporate gowernance guidelines

Regulatory pressure

Capital reguiremerts

aling agency pressure

hanges in reinsurance market
eptember 11

nran

ecent catastrophe within industry
ecent catastrophe within organization
nvestment community pressura

sailahbility of coverage (eg., Erroism)

199311 ERM )y

wa

Hunuinialunsd gl
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(1199
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Environments and Risk

Internal and external environments create financial and operational risks

External Internal Risk
Environment Environment

Economic conditions i rsification
Social/legal trends 1
Political/regulatory climate
Natural catastrophes
Reputation/rating agency
Customer behavior
Competition

Investor expectations

%
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Strategies and Risk

The complete array of financial and operational strategies should be investigated

Risk Financial Operational
Strategies Strategies

N
Technology
Internal controls
m Incentive programs
Hiring/training
m Customer service

Market strategy

Distribution

%
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Risk Factors

e Quality of the auditee unit’s internal control system

e Competence of mgt
 [ntegrity of mgt

e Size of unit

e Recent change in acct system
o Complexity of operations

» Percent changes in key personnel
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Risk Factors (Continues)

« Deteriorating economic condition of a unit
e Rapid growth

« Extent of computerization of a unit

* Amount of time since the last audit

* Pressure on mgt to meet obj

« Extent of government regulation

* |evel of employee morale

 Political exposure/adverse publicity
 Distance from the main office

%
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COSO

msaamuazlsziuna

Monitoring

ﬁﬂ1WLnﬂ€1’auﬂ13ﬂ’amn (Control Environment)
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COSO Framework

* The four objectives -
categories strategic.
Operations.reporting
and compliance — are Internal Environment
represented by the
vertical columns.

%

« The eight components Event Idegtification ?

are represented by Risk Assessment 7

horlzont_al rows.. ricl REFFME ,ﬁe
* The entity and its — e

organizational units c““"“"i‘“'“"'“

are depicted by the Information & Communication

third dimension of the

Monitoring

matrix.

P SR W WG e
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COSO Framework

Internal Environment
Risk Management Philosophy — Risk Culture — Board of Directors —

Integrity and Ethical Values — Commitment to Competence — Management's Philosophy and

Operating Style — Risk Appetite — Organizational Structure — Assignment of Aunthority and
Responsibility — Human Resource Policies and Practices

Event Identification

Events —Factors Influencing Strategy and Objectives — Methodologies and Techniques —
Event Interdependencies — Event Categories — Risks and Opporiunities

Risk Assessment

Imherent and Residual Risk — Likelihood and Impact — Methodologies and Technigues —
Correlation

Risk Response
Identify Risk Responses — Evaluate Possible Risk Responses — Select Responses —
Portfolio View

Control Activities

Iniegration with Risk Response — Types of Control Activities — General Controls —
Application Controls — Entity Specific

Information and Communication
Information — Strategic and Integrated Systems — Communication

Monitoring
Separate Evaluations — Ongeing Evaluations
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 Event Inventories e
 Facilitated Workshops T.
e Interviews / !
e Questionnaires and Surveys
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SLAVUUVDINNMTES

. WANTENUVDIANNLFYS (Impact)

. Tomanazina (Likelihood)
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Risk Management

Risk Strategy
Evaluation of » Avoid
The Risk * Reduce
Situation » Transfer

Insurance Options

Non-transferable Risk

Source : Credit Suisse Group / GFF, 1999
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Avoidance

*Discontinue process

*Decide not to approve new
process

Sharing
elnsurance
«Joint ventures, partnership
«Qutsourcing
*Hedging

Reduction

Establish operational limits/
policies

Enhance management
decision-making process

*Rebalancing portfolio of assets

%
WA.AT.NIDUIA 1YHINNTENA

Acceptance

«Self-insuring against losses

*Relying on natural offset of
potential variations within a
portfolio

*Accepting risk as already




Portfolio of Risks

Objective

Develop
marketing
campaign
for retail
sales

Maintain a
stable,
high-quality
workforce

Unit of
Measure

Number of
units sold
per store per
month

Turnover of
staff rated
as good
workers

Target and
Tolerance Potential Leading Escalation
Event Indicator Trigger
Target: Consumer Consumer Consumer
1,000 units confidence confidence confidence
per month decreases, indicators decreases
per store resulting in by more
ENErandS) lower sales than 5%
900-1,250
Target: High-quality Staff morale High-quality
Turnover of employees  of high- employees
<10% resign quality “unhappy” in
Tolerance: employees  annual
2% - 1204 survey

%
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Risk Dashboard

..customized to each user
Risk Resolve 2 7|

Home Risk Data Reports & Queries Audit Administration

Home Page

Residual Risk Ratings | Review and Approve Tasks I

‘ions Services Division Subject Receiver

Where do | have n Urgent Caution Maintain , fpprove Risk Assessment mosnz o VWhat new risks or

Change

Iarge rISkS / Y ! ! 4 Audit Rewview is Complete 05002 5 aC:tionS need my
control gaps? : review / approval?

2
e Proces-ow 2 Approve Meow Rigk Dsts
1

ATh Operations

Bankcard Operations

Totals

Description Complete Al Reviews

Managers raust complete all autstanding review and approval tasks
by Jume 28, 2002,

Action Plan: Peter Wolff - Implermantstion of
digital sicning on wire transfers

~ction Plan: Sarah Jackson - Upgrade of AT Complete Data Entry for G2 by B2802
software owverdus The due date for entering risk data for G2 2002 is >g, 2002

data raollup will take place on June 29, 2002,

_ ntalintion fue in ti dewe What do | need to
_DO I have_aCtlon ;fF :EE ::::qiilsﬁ‘inns ot meed assistance, contactk the Opera knOW about OUT
|temS Com I ng due Managernent tearn at 444-555-BEEE, enterprlse-Wide

or overdue? ‘ risk efforts?
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* Risk relates to the future — which is inherently
uncertain

 ERM operates at different levels with respect to
different objectives (strategic v. operations v.
reporting or compliance)

« ERM can’t provide absolute assurance (e.g.
judgment, breakdowns, override, collusion, and
cost v. benefit)

%
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e Responsibility for all
* On-going Process

Risk Identification

Risk Analysis

Risk Planning

Risk Monitoring

%
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 Pilot Project
* Organization Wide

 Business Process
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10 sound practices (Developed by BIS)

. Distinct category

. Comprehensive audit and trail

. Senior mgt to implement framework

. Identify mgt access of risk

. Monitor

. Policy mgt procedures to control and
mitigate risk

. Contingency

. Ensure effective framework

9. Independent evaluation

%
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Business Risk Management : Part of Corporate

Governance

Business risks Financial
_ _ _ performance
Strategic Major one- | Operational monitoring
risks off risks risks risks

Typical responsibility Internal Audit
for defining a

mandatory process Business Risk Managemen

Typical responsibility BRM/ Internal Internal
for monitoring the BRM Internal Audit Audit/
adherence to the Audit BRM External
mandatory process Audit

P A T U gy e
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Core Business Process

Non-Merch
Procurement

Strategic Merchandise
Planning Procurement

Information Logistics

Operations
Systems

P SR W WG e
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Objective: $10 M operating income - foreign operations
Measurement: Change in income from foreign operations
Risk: Exchange rate fluctuation

Tolerance:  Acceptable variation is +/- $1,000,000

Risk
Risk Inherent Risk |Response| Residual Risk
Exchange
rate up 1% In
90 days 10%| $500,000 None |10%]| $500,000
Rate up 1.5% | 4% | $1,000,000| Hedge | 4% | $500,000
Rateup 3% | 1% | $2,000,000| Hedge | 1% | $800,000




Affect of Risk Response on Residual Risk

Inherent Risk Response

. : Residual Risk
Risk Alternatives

No revenue
from new
product
($30,000)
B. Proude more 15% less
funding to R&D and revenue
Production divisions from new
to reach market Iin product
90 days ($4,500)

10,000)

_—_—_

A. Discontinue
efforts to introduce
Likelihood: |new product
Competitor 40%
reaches
market first] Impact:
$10,000

%
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_eading Event Indicators and

Escalation Triggers
e Objective: Develop marketing campaign for retalil

sales

o Unit of Measure: # of units sold per store per
month

e Target: 1,000 units; Tolerance: 900-1,250

e Potential Event: Consumer confildence decreases,
resulting in lower sales

e | eadinag Indicator: Consumer confidence indicators
e ocalation Tricoer: Consumer confidence

%
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Portfolio of Risks

Target and
Unit of Tolerance Potential Leading Escalation
Objective Measure Event Indicator Trigger
Develop Number of Target: Consumer Consumer Consumer
marketing units sold 1,000 units  confidence  confidence  confidence
campaign per store per per month decreases, indicators decreases
for retail month per store resulting in by more
sales =l e lower sales than 5%
900-1,250
Maintaina  Turnover of Target: High-quality = Staff morale High-quality
stable, staff rated Turnover of employees  of high- employees
high-quality as good <10% resign quality “unhappy” in
workforce workers el e employees  annual
survey
2% - 12%

%
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Leading Event Indicators and Escalation Triggers

Target and
Unit of Tolerance Potential Leading Escalation
Objective Measure Event Indicator Trigger
Develop Number of Target: Consumer Consumer Consumer
e Clilple units sold 1,000 units | confidence confidence confidence
campaign for | per store per | per month decreases, indicators decreases
retail sales month per store resulting in by more than
Toleratice: lower sales 5%
900-1,250
Maintain a Turnover of Target: High-quality | Staff morale | High-quality
stable, high- | staff rated as | Tyrnover of | €mployees of high- employees
guality good <10% resign quality “unhappy” in
workforce workers Tl s employees annual
' survey
2% - 12%

%
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Categories of ERM Journey Elements

FOUNDATION

Adoprt Establish
common oversight and
language governance

' o g

PROCESS ENHANCEMENT

Quantify Improve Establish
multiple risks enterprise sustainable
Enterprise performance | competitive

wide advantage

Assess risk Design/
and develop | implement
strategies capabilities

Continuously
improve

S

%
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Journey Elements & The COSO ERM Framework

Internal Environment
Objective Setting
Event Identification

Risk Assessment

Risk Response

Control Activities

Information &
Communication

Categories of ERM Journey Elements

FOUNDATION PROCESS ENHANCEMENT
Adopr Establish Assess risk Design/ . Quantify Improve Estabiish
COMMmon oversight and § and develop implement Cu{;:gcr:;t:és!f multiple risks | enterprise susrain:?vp.'e
language governance sirategies capabilities Enterprise performance | competitive
wide advantage
X X X X X X X X
X X X X X
X X X X X X
X X X X X
X X X X X X X
X X X X X X
X X X X X X X X
X X X X X X

%
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Improved allocation of resources to MSVATIINSNENNT

the risks that really matter.

NSUSHISAANS

Improved decision making to

support an organization in

knowingly taking risks.

A A
Enhanced internal and external . m‘iﬂ’J‘lJQNﬂ"ISJG!‘M HAZAINNIYONO
reporting of risk and control avessigany
information.

\ K
mMsneuauaInemsaguuilag

Increased responsiveness to

internal and external change.

knowledge sharing.

%
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Operational Risk
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Operational Risk
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e Create workflow
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¢ Manage
operational risk

e Perform work

Audit Oversight

Audit Department

Review processes
Identify control
weaknesses

Test control
effectiveness

%
WA.AT.NIDUIA 1YHINANTNA




Self-Assessment Approach
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Internal Rating Approach
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